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840.7 Cross-reference to Post-Employ-
ment Conflict of Interest Restric-
tions.

DoD employees and former DoD em-
ployees should refer the to OGE regula-
tion, Post-Employment Conflict of In-
terest Restrictions, 5 CFR part 2641, for
provisions on post-employment appli-
cable to those who left DoD employ-
ment on or after January 1, 1991.
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§42.1 Reissuance and purpose.

This part reissues part 42 to update
established policies, procedures, and
restrictions governing interception of
wire and oral communications and the
use of pen registers and related devices
for law enforcement purposes, both in
the United States and abroad, in ac-
cordance with 47 U.S.C. 605 and 18
U.S.C. 2510-2520.

§42.2 Applicability and scope.

(a) The provisions of this part apply
to the Office of the Secretary of De-
fense, the military departments, the
Organization of the Joint Chiefs of
Staff, the defense agencies, and the
unified and specified commands (here-
after referred to collectively as ‘““DoD
components’).

(b) This part does not affect status of
forces or other specific agreements
that may otherwise limit implementa-
tion of its provisions in any particular
geographical area abroad.

§42.3

§42.3 Policy.

(a) The interception of wire and oral
communications for law enforcement
purposes is prohibited unless conducted
in accordance with this part and appli-
cable law.

(b) The only DoD components author-
ized to intercept wire and oral commu-
nications and conducts pen register op-
erations under this part are the De-
partments of the Army, Navy, and Air
Force. Within these components, au-
thority to use this technique shall be
limited to those offices specifically
designated in writing by the head of
the component.

(c) Interception of wire and oral com-
munications is a special technique
which shall not be considered as a sub-
stitute for normal investigative proce-
dures and shall be authorized only in
those circumstances where it is dem-
onstrated that the information is nec-
essary for a criminal investigation and
cannot reasonably be obtained in some
other, less intrusive manner.

(d) Nonconsensual interception of
wire and oral communications is pro-
hibited unless there exists probable
cause to believe that:

(1) In the case of interceptions within
the United States, a criminal offense
listed in 18 U.S.C. 2516(1) has been, is
being, or is about to be committed;

(2) In the case of interceptions abroad
conducted pursuant to an order issued
by a military judge under
§42.7(a)(1)(ii)(A), one of the following
violations of the Uniform Code of Mili-
tary Justice has been, is being, or is
about to be committed by a person sub-
ject to the Uniform code of Military
Justice under article 2, 10 U.S.C. 802:

(i) The offense of murder, kidnap-
ping, gambling, robbery, bribery, extor-
tion, espionage, sabotage, treason,
fraud against the Government, or deal-
ing in narcotic drugs, marihuana, or
other dangerous drugs; or

(if) Any other offense dangerous to
life, limb, or property, and punishable
by death or confinement for 1 year or
more; or

(iii) Any conspiracy to commit any of
the foregoing offenses.

(3) In the case of other interceptions
abroad, one of the following offenses
has been, is being, or is about to be
committed:
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§42.4

(i) An offense listed in 18 U.S.C.
2516(1); or

(i) Fraud against the Government or
any other offense dangerous to life,
limb, or property and punishable under
title 18 of the U.S. Code by death or
confinement for more than 1 year; or

(iii) Any conspiracy to commit any of
the foregoing offenses.

(e) Consensual interceptions of wire
and oral communications shall be un-
dertaken only when at least one of the
parties to the conversation has con-
sented to the interception and when
the investigation involves:

(1) A criminal offense punishable,
under the United States Code or Uni-
form Code of Military Justice, by death
or confinement for 1 year or more; or

(2) A telephone call involving obscen-
ity, harassment, extortion, bribery,
bomb threat, or threat of bodily harm
that has been made to a person author-
ized to use the telephone of a sub-
scriber-user on an installation, build-
ing, or portion thereof, under Depart-
ment of Defense jurisdiction or control,
and when the subscriber-user has also
consented to the interception.

(f) The prohibitions and restrictions
of this part apply regardless of the offi-
cial use or dissemination of the inter-
cepted information. Any questions as
to whether the use of a particular de-
vice may involve prohibited wire or
oral interception shall be submitted
with supporting facts through channels
to the general counsel of the Depart-
ment of Defense for resolution.

(g9) No otherwise privileged wire or
oral communication intercepted in ac-
cordance with this part shall lose its
privileged character.

§42.4 Waivers.

Waivers of the requirements enun-
ciated in this part will be authorized
on a case-by-case basis only when di-
rected in writing by the Secretary of
Defense. Waivers will be authorized
only under the most limited cir-
cumstances and when consistent with
applicable law.

8§42.5 Responsibilities.

(a) The Department of Defense Gen-
eral counsel or a single designee, shall:
(1) Determine whether to approve or
deny requests for authorization to con-
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duct nonconsensual interceptions
under this part (§42.7(a)(1) (i) and (ii)).

(2) Determine whether to seek Attor-
ney General authorization for emer-
gency nonconsensual interceptions
(842.7(a)(1)(iii)).

(3) In the absence of the Secretary of
the military department concerned, or
a designee, determine whether to ap-
prove or deny requests to conduct con-
sensual interceptions (§42.7(a)(2)(i)).

(4) Provide overall policy guidance
for the implementation of this part.

(b) The Assistant Secretary of De-
fense (Comptroller) (ASD(C)), or a des-
ignee, shall:

(1) In consultation with the DoD Gen-
eral Counsel, act for the Secretary of
Defense to insure compliance with the
provisions of this part.

(2) Receive, process, and transmit to
the DoD General Counsel all requests
from the heads of the DoD components,
or their designees, for authority to
conduct nonconsensual interception of
wire and oral communications.

(3) Furnish to the Attorney General
those reports required by §42.7(f)(1) and
provide a copy of such reports to the
DoD General Counsel.

(4) Receive those reports required by
§42.7(f)(1) and provide a copy of such re-
ports to the DoD General Counsel.

(c) The head of each DoD component
or a designee shall insure compliance
with the policies and procedures set
forth or referenced in this part.

(d) The secretary of each military de-
partment, or a designee, shall:

(1) Determine whether to approve or
deny requests to conduct consensual
interceptions (§42.7(a)(2)(i)). This ap-
proval authority shall not be delegated
to an official below the level of assist-
ant secretary or assistant to the sec-
retary of the military department.

(2) Review requests for nonconsen-
sual interception of wire or oral com-
munications (§42.7(a)(1)).

(3) Designate a control point of con-
tact and so advise the DoD General
Counsel and the ASD(C) for:

(i) Interception activities and related
applications covered by this part.

(ii) Compilation of reports and for-
warding other submissions to the
ASD(C) as required by the provisions of
this part.
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